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SAMPLE DOCUMENT — FOR STUDENT REFERENCE ONLY
D1 - Problem Statement + Solution Brief
PS1: AI-Driven Early Warning System for Internal & Privileged User Fraud

	Team Name
	SentinelAI

	Problem Statement
	PS1 - AI-Driven Early Warning System for Internal & Privileged User Fraud

	Domain
	Fraud Detection / ML / Cybersecurity

	Team Members
	[Name 1] - ML Lead  |  [Name 2] - Backend  |  [Name 3] - Frontend  |  [Name 4] - Domain Research



PART A: THE PROBLEM (1 PAGE MAX)

1. The Problem in One Sentence
	Core Problem:
Union Bank of India's internal banking systems - core banking, treasury, loan origination, and customer databases are accessed daily by thousands of privileged users (branch staff, system admins, relationship managers, IT teams). Current security systems can detect external attacks but are largely blind to threats originating from within. An insider who knows system access patterns can exfiltrate data, manipulate accounts, or commit fraud over weeks without triggering any alert.



2. Who Is Affected and How Severely?
· Direct: Union Bank's fraud investigation teams - currently reliant on periodic manual audits, which are reactive, not preventive.
· Financial: RBI's Annual Report (2023-24) estimates insider fraud accounts for 15-20% of total bank fraud value in India - disproportionate to external attacks.
· Operational: A single privileged user with access to 500 accounts can cause significantly more damage than an external attacker who compromises 5.
· Regulatory: Banks face RBI and SEBI penalties if insider fraud is not detected and reported within stipulated timeframes.

3. Why Current Approaches Fail
· Rule-based systems (e.g., 'flag if more than 50 transactions in an hour') are easily bypassed by insiders who know the thresholds.
· Periodic audits are backward-looking - damage is discovered weeks after it occurs.
· No existing deployed system at most mid-size PSBs creates a behavioural baseline per user and detects deviation in real time.
· Siloed systems mean that suspicious activity in core banking and suspicious data access in the CRM are never correlated.

PART B: OUR SOLUTION

4. What We Are Building: SentinelAI
SentinelAI is an AI-powered behavioural monitoring system that creates a dynamic baseline of 'normal' activity for every privileged user and flags statistically significant deviations in real time.

5. Core Features of Our POC
· Behavioural Baseline Engine: Uses an Isolation Forest + LSTM model trained on 90-day synthetic user activity logs (login times, transaction volumes, access patterns, data download sizes) to define 'normal' for each user role.
· Real-Time Anomaly Detection: Ingests new activity events and scores each against the user's baseline. Events outside 2.5σ are flagged automatically.
· Risk Scoring Dashboard: Fraud investigators see a ranked list of flagged users, risk score, the specific anomaly detected, and a natural language explanation of why it was flagged.
· Cross-System Correlation: If the same user shows anomalies in both transaction behaviour and data access behaviour simultaneously, the risk score escalates to 'Critical'.

6. What Is Built vs. What Is Planned
	BUILT (DEMONSTRABLE IN POC)
· Isolation Forest model trained on synthetic bank employee activity data
· LSTM for sequential anomaly detection on login/transaction streams
· Risk scoring engine with configurable thresholds
· Streamlit dashboard showing flagged users + explanations
· Synthetic data generator (1,000 users × 90 days)
	PLANNED (NOT YET BUILT)
· Integration with actual CBS/banking APIs
· Multi-system correlation (CBS + CRM + email)
· Role-specific model fine-tuning
· Case management and FIU report generation
· Auto-retraining pipeline on new data
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